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Incidents by type
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Other, 2.5%
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Scattered Spider

[Client]

This message serves as formal notification that Salesforce, Inc. has been hacked by us and faced a major information security breach. Near 1 billion records containing

sensitive Personally Identifiable Information (PIl) have been exfiltrated from your systems.

Unless you comply with our demand, as of 10/10/25 (deadline), we will be openly complying with the many law firms that are pursuing civil and commercial litigation

against you. Specifically, we will be cooperating with the Berger Montague Law Firm if you do not comply with our request.

We will also be submitting a full document, with clear outlines of how your company as a data controller under European GDPR and many other similar laws such as

CCPA, HIPAA, etc. could have, over our year long campaign, prevented such intrusions and data-thefts.

Our documentation will be directly provided to the UNITED STATES DISTRICT OF NORTHERN DISTRICT OF CALIFORNIA, we will engage in open dialogue with our press

contacts, civil/commercial litigation lawyers, and answering any questions asked.
As you have likely been informed by your lawyers. You are responsible as a data processor to take all measures pursuant to Article 32 of GDPR...

Should you comply, we will withdraw from any active or pending negotiation individually from your customers. Your customers will not be attacked again nor will they

face a ransom from us again, should you pay...
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Live: Redline Fabrication Victim of Sophisticated Ransomware Attack

By Jean Smith
6 July 2025— 11:05am

A significant cybersecurity incident has disrupted critical operations for Redline Fabrication, following a ransomware attack leading to logistical
delays.

A post discovered on the dark web, allegedly from the Akira ransomware group, one of the most prolific ransomware gangs, names Redline
Fabrication as a victim and claims that 66GB of ‘highly detailed business information. Names, addresses, bank details and much more of customers and
employees, have been exfiltrated. The post further suggests that this stolen data will soon be published on the dark web.

Approached for comment, a spokesperson from Redline confirmed that the company is experiencing a security incident.

“We acknowledge the ongoing impact this cyberattack has had on our key partners, and we sincerely apologise that this incident has occurred. Qur teams are
working closely with cybersecurity experts and authorities to contain the incident and restore operations as soon as possible," the spokesperson said.

“Qur Board has approved the engagement of a specialist forensic investigation firm to investigate the incident to identify how it occurred, and how we can prevent
it from occurring again. It will help inform the response to the incident for Redline and may help others in the industry.”

At this stage, no ransom demand amount has been publicly disclosed.

Cybersecurity professionals warn that ransomware events like this underscore the need for robust incident response plans, transparent
communication strategies, and enhanced security protocols to minimise operational risks.
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Breakdown of incidents by size of % of incidents where the company was not listed
organisation

Global annual revenue of impacted organisations

20.9%

9.0%

Micro Small Mid-Market Large Major Enterprise

Small (1-100 employees) Large (1,001-10,000 employees) Less than $3m Over $3m, under $10m  Over $10m, under $100m  Over $100m, under $1b $1b and over
Medium (101 - 1,000 employees) Extra Large (10,000+ employees)
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Cont. Industry breakdown

Industries Impacted

Top 5 industries
Information, Media and Telecommunications
Fina nCial and NDIS, Community Participation and Aged Care
Insu ra nce Services Public Sector (|nC GOV)

Technology

Professional Services Tourism, Hospitality and Entertainment
and CO”SUItlng Agriculture, Food, and Grocery

Manufacturing

Real Estate

Retail / E-Retail

Transport and Logistics

Automotive

. Charities / Not For Profit
Healthcare and Medical

Clubs and Associations

Education and Training

Energy
Construction & Engineering Faith and Religion
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5+

Team members to support you

2,500+

Incidents handled

100+

Specialist partners to help you in your journey

o

Offices across Australia and New Zealand
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