Global solutions. Local expertise.

Count on Sedgwick around the world

NZILA 2018 Cyber Presentation 6@)

Steve Kay — Executive Adjuster/Head of MCL Global

sedgwicke




IT Security System - Perception
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C ryptol ocher
Your personal files are encrypted!

Your impeetant files encryption produced on thus computer. photos,
wdeo. doecuments etc. HERE:s a complete list of encrypted files, and
you can personally verdfy thes.

Encryption was produced using a unique public RSA-2048 generated
for this computer To decrypt fles you need to obtan the prvate key.

te Xﬂ ! ¢ ; The single copy of the pavate key wich wall allow you to decrypt the
\ - . files is on a secret sarver on tha mternet; the senver will destroy the key
after a tme specified in this window Afer that. nobody and never vall
ba able to restore fles

To obitaun the pervate key for this computer, which vall avtomatically
decrypt fles, you nead to pay 300 USD / 300 EUR simdar amount
n anothar currancy

y o u" 212014 12215241 .'-L\

o r f“ Chck Next>> to select the mathod of payment and the currency

Ve

4 d. 23 :59:15 Any attempt to remove or damage this software will lead
to immediate destruction of the private key by server.

oad

Next>>
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Sell Personal Info for highest price!

Surface Web

Deep Web

Legal bocuments

Government Records
Scientific Reporis

Dark Web

S hhwlus

Spotify Account Hulu Account
$2.75 $2.75

= =

Driver’s License Credit Card
$20.00 $8.00 - $22.00

Exploring
The Hidden
Internet

Academic Records
Financial Records

@"fr@:

fllegal info

NETFLIX PcasyPcsl PSS )

Netflix Account PayPal Credentials Social Security Number
$1.00 - $3.00 $1.50 $1.00

"

Email Address & Password Medical Record from Complete Medical Record
$0.70 - $2.30 Large Scale Attack Up to $1000.00

$1.50 - $10.00
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Interception and Impersonation

on 28/03/2018 145 N o

Please be advice on overdue account.

This is to inform you that we have recently updated our company bank account for some important reasons
to a new one for incoming payments. We will send you an email shortly with our new updated account

details.

Please confirm the receipt of this email by replying back.

I have been trying to attach a copy of the bank statement but my computer wont let me do that.

Please use the account details as follow and that should work correctly.

Account name
Bsb
ASC

Please remit payment into the_bank.

Regards

(@) sedgwick.
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Interception and Impersonation
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Cyber Breach Claim Investigation

e Triage
: Third Party
Reputation b Administration
e Assemble & coordinate a bespoke A i el (TPA)
technical team to investigate and ‘
mitigate the loss )
: Forensic
N Forensic IT Sedi|Ck Y Advisory
e Report for policy response Experts Services/Fraud
e Adjust & settle claim b
y, s Credit
Monitoring
N
e Recovery against responsible party
e (Prevention advice)
J
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