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First: Context!

A common perception
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Cybersecurity in NZ?
2017 summary

1137 incidents were reported to us in 2017. The number of incidents reported per quarter has

remained fairly consistent.

Over $5.3 million total financial loss was reported.

Notable trends
é | The most reported There was a spike in
N=A incident type in 2017 * ransomware reports
__ was phishing credential - : during the Wannacry

—.— & harvesting —-— and NotPetya

ransomware campaigns

in Q2
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NZ Cyberthreat Trends

« State sponsored.
« China
* Many victims are unaware.
+ Ransomware
» Cryptocurrency mining
« Mobile and IoT
* Phishing
» Insider Threat

« Malware + Viruses
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Cybersecurity in NZ?

Scams & fraud | [ 139

Phishing & credential harvesting | | 126

Unauthorised access (successful) | || NG 36

Malware | | 29

Reported vulnerability | [l 15

Ransomware | [ 15

Suspicious network traffic | ] 4

Website compromise | | 3

Denial of service | | 2

Command & control I 1
server hosting |

Botnet traffic | | 1

o Dec 2017
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Case Study

Case study - Invoice scam costs company over $300k

CERT NZ received a report from a small company in the retail, trade and accommodation
sector, who had lost a lot of money to an invoice scam. The NZ company had a supplier in
China they used regularly. Scammers had managed to get enough information about the
Chinese supplier to imitate their emails, including using a very similar email address, and

even copying the signature in the email.

The scammers then sent fake invoices to the NZ company, at a time they were expecting to
pay and as a result, paid the fake invoices, resulting in losses of over $300,000. The case

was referred to the NZ Police for investigation.
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Case Study

Medical Clinic (N2)
This centre was hit with three different sorts of malware.

- Encrypting files, stealing system performance. Prevented
the clinic running as the appointments system, patient data
and critical equipment was rendered inoperable

Recover costs: currently $25,000 and still going. Final
cost: around $60,000

Main causes: poor network design and inadequate IT
security.
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Case Study

Oil Company

This company had a suspected Chinese State

-~ Sponsored malware. It is suspected that Computer
Aided Design (CAD) sketches of every Oil station
where exfiltrated out.

Recover costs: Unknown

Main causes: poor network design and inadequate IT
security.
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Case Study

District Health Board

Over 25 active malware running on the system for
- potentially years. Every 24 hours there was 90,000

nages of A4 data exfiltrated out
Recover costs: $50,000+

Main causes: poor network design, old IT equipment,
poorly trained staff and inadequate IT security
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NZCERT Critical Controls

Patch Software
. Upgrade or replace legacy systems
. Disable unused services
. Application Whitelisting
Change default credentials

1.
2
3
4
5.
6. Multi-factor authentication Cel’tl'\Z I\
7
8
9.
1

. Principle of Least Privilege

. Implement and Test backups
Centralised logging

0.Manage your mobile devices

CYBER TOA Commercial - In - Confidence www.cybertoa.com



End of Stand up Presentation

CYBER TOA




Tony Grasso - Cyber Toa

GCHQ, Hewlett-Packard and Oracle

Head of Cyber Engineering, Research & Development

Cyber Technical Lead at Department of Internal Affairs

Geek!

tony@cybertoa.com
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Consequence

Equifax Inc.

NYSE: EFX

115.97 usp-385(3.21%) +

Closed: 26 Apr, 5:02 PM GMT-4 - Disclaimer
After hours 115.97 0.00 {0.00%)

1 day 5 days 1 month 1 year 5 years Max

160 113.54 USD Oct 10, 2017
140
120

100

80 : T ]
Aug IE'.’J‘l? Dec 2017 Apr 2018
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Consequence

Cyberattack cost Maersk as much as $300
million and disrupted operations for 2 weeks

Aug 2017
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Consequence

REALME PHISHING SCAM
ADVISORY MARCH 2018

— 8TH MARCH 2018

NETSAFE ADVISORY 8 MARCH 2018

CERT MZ has been informed that there is an active RealMe phishing en

ADVICE FROM CERT NZ

The phishing email states that the user has a private message and they
in the email then takes the user to a fake RealMe website that asks the
documents (eg: passport and driver's license).

The emails are currently coming from non-government email addresse:

Massive phishing expedition targets 10,000
NZ phones in 24 hours

JAMES PAUL o o e @

Last updated 17:21, January 26 2018

An Upper Hutt man concerned he had been scammed said Spark told him phishers had rung 10,000 Kiwi phone
lines in 24 hours.
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Who Commits Cybercrime?

» The Hacker

« Predator (dating/children exploitation)

» The Hacktivist

« Industrial Spies / Commercial Competitors
« Organised Crime Groups / Terrorist Groups
* Nation States (Government Sponsored)

« The Insider

Anybody with the means and motive
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Case Study

Don't download fake crypto-wallets

CERT NZ received a report about cryptocurrency stolen using a fake Electrum wallet. The
individual had searched the term ‘Electrum’ and clicked on a link in the list returned without
doing any further research. They downloaded and launched an application. Once they had
entered their details they realised that something was wrong with the application. When they
checked the blockchain, they saw that their cryptocurrency had been transferred to another
address. The loss was over $100,000 at the time of the report. The case was referred to NZ

Police.
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How can my company be protected?

» Whitelisting — Application Control

« Types of Application Control (what the vendors call Whitelisting)
X - targets known malware (Blacklisting — Anti Virus)
X . jsolates new Apps in a virtual environment (Sandboxing)
X « regulating user privileges (User Admin)
X - installation control (doesn’t stop unruly software running)

v+ Execution control - actual Whitelisting — Whitecloud

* Penetration Testing
X + Annual due to cost.

v - Cyber Toa can do it monthly so you get 12 tests for half the normal price
of your annual test elsewhere.
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